The passive detection of low-altitude signal sources is studied using an improved cross-correlation method in the time-frequency domain. A matching template is designed for signal cross-correlation, and a cross-correlation threshold is used to determine whether a signal source is present or not. An improved cross-correlation method is also proposed to estimate the direction of arrival and communication frequency of a signal source. Furthermore, the distance and signal-to-noise ratio are estimated using an energy detector. Outdoor data from a bridge in the Jimo District, Qingdao, and indoor data from a research laboratory are used for performance evaluation. The results obtained show that the proposed method can provide better passive detection of low-altitude signal sources compared to several well-known algorithms in the literature. In addition, this method is more suitable for long-distance detection.
Introduction
The detection and management of low-altitude signal sources have recently attracted significant research interest [1] . An unmanned aerial vehicle (UAV) is a typical low-altitude signal source which communicates with a controller using radio frequency (RF) signals [2] . According to a Consumer Electronics Association (CEA) survey, global sales of UAVs reached 69 million in 2015 and may exceed 1 billion by 2020. In addition, UAV costs are decreasing, while the number of applications is increasing [3] [4] [5] [6] . Civilian UAVs have become widespread and are now affecting air traffic, disrupting operations, and violating privacy laws [7] . Many techniques have been proposed to detect aerial targets including laser scanners, acoustic detectors, infrared thermal cameras, and visual observations. Acoustic detection is only effective over short distances of 300 m or less [2] . Distinguishing different low-altitude signal sources beyond 1.5 km is difficult using infrared thermal cameras and visual observations [8] . A laser scanner transmits a pulse signal and measures the propagation time, so active target detection is employed [9] . Thus, these techniques are not suitable for passive detection of low-altitude signal sources at distances up to 3 km. This motivates the development of new methods in this paper.
Passive radar can be used to detect signal sources by sensing the corresponding RF signals [10] . Linear fusion has been employed previously [11] for target recognition in a passive multistatic radar system, and bistatic range measurements have been used to find the position of a target [12] . In [13] , the location of a continuous wave signal source was estimated passively using the phase variance. Passive estimation of the position of a high-altitude aircraft was achieved in [14] using a satellite signal. Figure 2b . The antenna gain is 24 dBi, the beam width is 10°, and the frequency range is 2.3 GHz to 2.7 GHz. During the experiments, the antenna elevation angle was varied from 0° to 12° and the azimuth angle from 0° to 180°. The same parameters were used in the experiments with multiple UAVs. The Phantom 4 Pro UAV from DJ-Innovations was employed in the experiments. One experiment was carried out outdoors with the Rx placed on a bridge in the Jimo District, Qingdao, Shandong Province, China, with the UAV moving away from the Rx at distances of 500 m, 1000 m, 1500 m, 2000 m, 2500 m, and 3000 m, as shown in Figure 2a . The UAV hovered at a height of 100 m in the outdoor test. Another experiment was conducted indoors in a research laboratory with the Rx on a table 1.1 m above ground and the UAV on another table at distances of 5 m and 10 m from the Rx, as shown in Figure 2b . The antenna gain is 24 dBi, the beam width is 10°, and the frequency range is 2.3 GHz to 2.7 GHz. During the experiments, the antenna elevation angle was varied from 0° to 12° and the azimuth angle from 0° to 180°. The same parameters were used in the experiments with multiple UAVs. The detection environment contains static and nonstatic clutter as well as Gaussian noise. The discrete frequency domain signal received from the antenna is ( ) X  with length N = 5120. The corresponding time domain signal can be obtained using an inverse discrete Fourier transform (IDFT), which gives
This includes the UAV signal, nonstatic clutter, additive white Gaussian noise (AWGN), and static clutter such as Bluetooth and WiFi signals. The autocorrelation of this signal is The detection environment contains static and nonstatic clutter as well as Gaussian noise. The discrete frequency domain signal received from the antenna is X(ω) with length N = 5120. The corresponding time domain signal can be obtained using an inverse discrete Fourier transform (IDFT), which gives
This includes the UAV signal, nonstatic clutter, additive white Gaussian noise (AWGN), and static clutter such as Bluetooth and WiFi signals. The autocorrelation of this signal is r n, n = x * n − n /2 x n + n /2 (2) where n is the time delay and (·) * denotes conjugate. In order to observe the time and frequency domain features of the UAV signal simultaneously [26] , the Wigner-Ville distribution (WVD) of x(n) can be expressed as
where n denotes time, ω denotes frequency, and y nω denotes the power at frequency ω and time n. The passive receiver rotates from 0 • to 180 • with a rotation speed of 22.5 • /s, so the antenna rotates 180 • in 8 s. The time sampling interval is t a = 0.02 s, the frequency range is 2.4 GHz to 2.5 GHz, and the frequency sampling interval is f w = 19.53 kHz. The discrete time-frequency values are then y jk , j = 1, . . . , 8/t a , k = 1, . . . , (2.5 − 2.4) × 10 9 / f w . y jk is the power at frequency k f w + 2.4 × 10 9 and time jt a . These values in an ideal environment are shown in Figure 3a with the UAV at a relative angle of 97.88 • and a distance of 1.5 km from the Rx. Figure 3b shows the time-frequency matrix received in a real-world environment with the UAV in the same position. Linear spatial filtering is commonly employed for image enhancement and noise reduction and so is used here by considering a matrix as an image [27] . This involves convolution using a sliding filter template w with dimensions M × O, which givesŷ
where y jk =ŷ jk −ŷ min y max −ŷ min (5) whereŷ max andŷ min are the maximum and minimum values of the matrix, andŷ jk , j = 1, . . . , 8/t a , k = 1, . . . , (2.5 − 2.4) × 10 9 / f w . The time-frequency matrix after filtering and normalization is shown in Figure 3c . This indicates that the signal consists of several carriers with a bandwidth of 9.47 MHz between 3.8 s and 4.9 s. The time-frequency matrix in a real-world environment with no UAV is shown in Figure 3d for comparison. 
where n denotes time,  denotes frequency, and n y  denotes the power at frequency  and time
n.
The passive receiver rotates from 0° to 180° with a rotation speed of 22.5°/s, so the antenna rotates 180° in 8 s. The time sampling interval is a t = 0.02 s, the frequency range is 2.4 GHz to 2. These values in an ideal environment are shown in Figure 3a with the UAV at a relative angle of 97.88° and a distance of 1.5 km from the Rx. Figure 3b shows the time-frequency matrix received in a real-world environment with the UAV in the same position. Linear spatial filtering is commonly employed for image enhancement and noise reduction and so is used here by considering a matrix as an image [27] . This involves convolution using a sliding filter template w with dimensions M × O, which gives 
Proposed Algorithm
In this section, a cross-correlation threshold method is employed for the detection of a lowaltitude signal source. An improved cross-correlation algorithm is proposed to estimate the frequency and DOA. In addition, the SNR and distance estimation are also discussed.
Low-Altitude Signal Source Detection
The similarity of two signals can be evaluated using the cross-correlation [19] . The original signal received at time a jt is shown in Figure 4a . In order to detect a low-altitude signal source, a matching template is designed to calculate the cross-correlation with the received signal. This template is shown in Figure 4b and is given by 
where k is the kth sliding position at time
, L is the length of the template,
is the power at frequency   9 1 2.4 10 
The cross-correlation threshold is set to 0.7 so j R  exceeding this value indicates that a UAV is present. 
Proposed Algorithm
In this section, a cross-correlation threshold method is employed for the detection of a low-altitude signal source. An improved cross-correlation algorithm is proposed to estimate the frequency and DOA. In addition, the SNR and distance estimation are also discussed.
Low-Altitude Signal Source Detection
The similarity of two signals can be evaluated using the cross-correlation [19] . The original signal received at time jt a is shown in Figure 4a . In order to detect a low-altitude signal source, a matching template is designed to calculate the cross-correlation with the received signal. This template is shown in Figure 4b and is given by m = [m 1 , . . . , m L ], L = 10.645 MHz/f w . The cross-correlation using the proposed template and other templates using wavelet shapes such as the Daubechies, Morlet, and Mexican Hat templates are shown in Figure 4c . This shows that the proposed template provides the best performance. At time jt a , the forward cross-correlation between the sliding template and the received signal can be expressed as
where k is the kth sliding position at time jt a ; k = 1, 2, . . . , (2.5−2.4) R jk is the kth cross-correlation coefficient at time jt a .
In order to determine whether a UAV is present or not at time jt a , an improved cross-correlation threshold method is used which is given by
The cross-correlation threshold is set to 0.7 so . R j exceeding this value indicates that a UAV is present. 
Frequency and Direction of Arrival Estimation
When a low-altitude signal source is present, the frequency of the received signal can be estimated using the proposed cross-correlation method. At time a jt , the backward cross-correlation between the template and received signal is
where
and z is the mean of z . The improved cross-correlation is given by
where jk R  is the kth cross-correlation coefficient at time a jt , the cross-correlation array at time a jt
, and the improved cross-correlation matrix in the time-frequency domain is 1 8 , , , ,
In order to reduce the cross-correlation value of the clutter signal and enhance the crosscorrelation value of the signal source simultaneously, a time-frequency domain accumulation method is employed. The improved cross-correlation matrix after three rounds of accumulation can be expressed as Figure 5a shows the improved cross-correlation matrix of the signal in Figure 3b after accumulation, and Figure 5b shows the matrix of the signal in Figure 3d after accumulation.
The low-altitude signal shown in Figure 5c has a bandwidth of 9.47 MHz between 2.401758 GHz and 2.411228 GHz. The start of this signal is 
When a low-altitude signal source is present, the frequency of the received signal can be estimated using the proposed cross-correlation method. At time jt a , the backward cross-correlation between the template and received signal iŝ
y j(k−1) and z is the mean of z. The improved cross-correlation is given by
where R jk is the kth cross-correlation coefficient at time jt a , the cross-correlation array at time jt a is R j = [ R j1 , . . . , R jk , . . . , R j((2.5−2.4)×10 9 / f w ) ], k = 1, 2, . . . , (2.5 − 2.4) × 10 9 / f w , and the improved cross-correlation matrix in the time-frequency domain is R = R 1 , . . . , R j , . . . , R 8/t a H , j = 1, . . . , 8/t a . In order to reduce the cross-correlation value of the clutter signal and enhance the cross-correlation value of the signal source simultaneously, a time-frequency domain accumulation method is employed. The improved cross-correlation matrix after three rounds of accumulation can be expressed as
(10) Figure 5a shows the improved cross-correlation matrix of the signal in Figure 3b after accumulation, and Figure 5b shows the matrix of the signal in Figure 3d after accumulation.
The low-altitude signal shown in Figure 5c has a bandwidth of 9.47 MHz between 2.401758 GHz and 2.411228 GHz. The start of this signal is
where K is the array of frequency positions that exceed the cross-correlation threshold and B is the length of K. The elements in K are sorted in ascending order. When the difference between adjacent elements exceeds 8 × 10 6 / f w , the start frequency is found, and vice versa. The end position of the frequency range is found in the same way and is given by
The frequency range is then
From the rotational speed and location of the antenna, the correspondence between the time and direction can be expressed as
Note that a directional antenna is employed. The DOA of the low-altitude signal source can be obtained using frequency f start as shown in Figure 5d . The time of the maximum power can be used as an estimate of the time when the source appears which is given by
Thus, the time corresponding to the maximum cross-correlation value at frequency f start is considered to be the start of the source signal. Using (14) and (15), the DOA estimate is 
SNR Estimation and Distance Estimation
According to [23] , the signal to noise ratio (SNR) can be defined as the ratio of the signal energy at the carrier frequency to the noise energy at this frequency, which can be expressed as 
The RSSI is used to estimate the distance between the receive antenna and signal source, as the signal strength decreases with distance. The fading characteristics of the channel have a log-normal distribution, so the path loss can be expressed as
where d is the distance between the source and receiver, n is the path loss index, X  is a Gaussian distributed random variable with zero mean and standard deviation  , and 0 d is the reference distance. The received signal power is then 
According to [23] , the signal to noise ratio (SNR) can be defined as the ratio of the signal energy at the carrier frequency to the noise energy at this frequency, which can be expressed as SNR = 20 log 10 P r Q r (17) where the signal power is
and the noise power is
where d is the distance between the source and receiver, n is the path loss index, X σ is a Gaussian distributed random variable with zero mean and standard deviation σ, and d 0 is the reference distance. The received signal power is then where P t is the transmit power and
so that
Using (20) and (23), the path loss at a distance d after averaging multiple measurements is
where X σ is neglected because the mean of X σ is 0. Then, from (21) and (24), the received signal strength at a distance d is
so the distance between the receiving antenna and signal source can be estimated as
Performance Results
The passive detection of low-altitude signal sources is evaluated in this section using the advanced method (AM) [2] , and the constant false alarm rate (CFAR) [28] , higher-order cumulant (HOC) [29] , and proposed methods. For the CFAR algorithm, the two-dimensional (2-D) energy window slides over the entire time-frequency matrix to detect the signal source. This window consists of outer, protected, and inner windows. When the window is aligned with the signal source, the inner window corresponds to the signal source, the outer window corresponds to the noise, and the protected window is the buffer between the outer and the inner windows. Thus, when a signal source is present, the inner window to outer window energy ratio will be high. The width of the inner window is set to 9.47 MHz based on the UAV signal, and the height of this window is set to 0.7 s according to the presence of a UAV. For the HOC method, a window slides over the entire time-frequency matrix. The fourth-order cumulant of the signal covered by the window is used. When a low-altitude signal source is detected, the value of this cumulant is high. The width of the HOC window is set to 9.47 MHz.
Outdoor Experiments
In this section, the performance of the outdoor passive detection is evaluated for single and multiple low-altitude signal sources. The false alarm probability and missing alarm probability outdoor are determined using the proposed method and advanced method. In addition, outdoor parameter estimation results are given for the proposed, HOC, and CFAR methods.
Outdoor Passive Detection of a Low-Altitude Signal Source
The data was obtained on a bridge in Jimo, Qingdao, in a region with dimensions 1000 m × 4500 m × 200 m. A dataset refers to the data acquired during one rotation of the receive antenna. The normalized time-frequency matrices after filtering are given in Figure 6 for different distances between the UAV and receiver. These results show that the power of the received signal decreases with distance, as expected. In the experiments, the time that the signal source appears, the direction of arrival, and the start frequency used for communication differ depending on the distance. For outdoor distances of 500 m, 1000 m, 1500 m, 2000 m, 2500 m, and 3000 m, the actual directions of arrival are 85. The false alarm probability refers to the percentage of signals incorrectly classified as a UAV being present. Conversely, the missing alarm probability refers to the percentage of signals incorrectly classified as a UAV not being present. In total, 3000 datasets were obtained from the outdoor experiments. Figure 7 presents the false alarm probability and missing alarm probability for different numbers of datasets and different outdoor distances. This shows that for 1500 datasets, the false alarm probabilities are 0.0678 and 0.0527 for the AM and proposed method, respectively. Figure  7b shows that at a distance of 2000 m, the missing alarm probabilities are 0.1275 and 0.0431 for the AM and proposed method, respectively. The missing alarm probability increases with distance, as expected. These results indicate that the proposed algorithm has better performance than the AM.
(a) (b) Figure 7 . (a) The false alarm probability for different numbers of outdoor datasets, and (b) the missing alarm probability for different outdoor distances. AM: advanced method. The false alarm probability refers to the percentage of signals incorrectly classified as a UAV being present. Conversely, the missing alarm probability refers to the percentage of signals incorrectly classified as a UAV not being present. In total, 3000 datasets were obtained from the outdoor experiments. Figure 7 presents the false alarm probability and missing alarm probability for different numbers of datasets and different outdoor distances. This shows that for 1500 datasets, the false alarm probabilities are 0.0678 and 0.0527 for the AM and proposed method, respectively. Figure 7b shows that at a distance of 2000 m, the missing alarm probabilities are 0.1275 and 0.0431 for the AM and proposed method, respectively. The missing alarm probability increases with distance, as expected. These results indicate that the proposed algorithm has better performance than the AM. The false alarm probability refers to the percentage of signals incorrectly classified as a UAV being present. Conversely, the missing alarm probability refers to the percentage of signals incorrectly classified as a UAV not being present. In total, 3000 datasets were obtained from the outdoor experiments. Figure 7 presents the false alarm probability and missing alarm probability for different numbers of datasets and different outdoor distances. This shows that for 1500 datasets, the false alarm probabilities are 0.0678 and 0.0527 for the AM and proposed method, respectively. Figure  7b shows that at a distance of 2000 m, the missing alarm probabilities are 0.1275 and 0.0431 for the AM and proposed method, respectively. The missing alarm probability increases with distance, as expected. These results indicate that the proposed algorithm has better performance than the AM.
(a) (b) Figure 7 . (a) The false alarm probability for different numbers of outdoor datasets, and (b) the missing alarm probability for different outdoor distances. AM: advanced method. The results for the improved cross-correlation method at different outdoor distances are given in Figure 8 . This shows that the cross-correlation is larger in the target area compared to where there is just noise and clutter. Figures 9 and 10 The results for the improved cross-correlation method at different outdoor distances are given in Figure 8 . This shows that the cross-correlation is larger in the target area compared to where there is just noise and clutter. Figures 9 and 10 The results for the improved cross-correlation method at different outdoor distances are given in Figure 8 . This shows that the cross-correlation is larger in the target area compared to where there is just noise and clutter. Figures 9 and 10 Parameter estimation for low-altitude signal sources has not yet been considered in the literature. Thus, two common parameter estimation methods are employed here for comparison with the proposed algorithm. The results with the HOC method [29] for different outdoor distances are given in Figure 11 . The position of the maximum value is used as the frequency estimate and the DOA. The estimation accuracy is very poor for distances greater than 1500 m. Figure 12 gives the results for the CFAR method [28] at different outdoor distances and shows that the performance with this method is poor for long distances. Parameter estimation for low-altitude signal sources has not yet been considered in the literature. Thus, two common parameter estimation methods are employed here for comparison with the proposed algorithm. The results with the HOC method [29] for different outdoor distances are given in Figure 11 . The position of the maximum value is used as the frequency estimate and the DOA. The estimation accuracy is very poor for distances greater than 1500 m. Figure 12 gives the results for the CFAR method [28] at different outdoor distances and shows that the performance with this method is poor for long distances. Parameter estimation for low-altitude signal sources has not yet been considered in the literature. Thus, two common parameter estimation methods are employed here for comparison with the proposed algorithm. The results with the HOC method [29] for different outdoor distances are given in Figure 11 . The position of the maximum value is used as the frequency estimate and the DOA. The estimation accuracy is very poor for distances greater than 1500 m. Figure 12 gives the results for the CFAR method [28] at different outdoor distances and shows that the performance with this method is poor for long distances. The estimated frequency, direction of arrival, distance, SNR, and maximum improved crosscorrelation for the proposed method are given in Table 1 . The maximum cross-correlation without a UAV present is much lower than when a UAV is present. When the UAV is present, the maximum cross-correlation and SNR decrease with distance. The reference distance for distance estimation is 500 m. These results show that the difference between the estimated and actual distances increases with distance. Table 2 shows the corresponding parameter estimation errors for the proposed, HOC, and CFAR methods. These results indicate that the proposed method provides better performance, particularly at long distances. Table 1 . Estimated parameters with the proposed method in an outdoor environment. UAV: unmanned aerial vehicle; Rjk: improved cross-correlation matrix; fstart: the start of the UAV signal; frange: the range of the UAV signal; p  : estimated direction of arrival; d: the distance between the source and receiver; SNR: signal-to-noise ratio. The estimated frequency, direction of arrival, distance, SNR, and maximum improved cross-correlation for the proposed method are given in Table 1 . The maximum cross-correlation without a UAV present is much lower than when a UAV is present. When the UAV is present, the maximum cross-correlation and SNR decrease with distance. The reference distance for distance estimation is 500 m. These results show that the difference between the estimated and actual distances increases with distance. Table 2 shows the corresponding parameter estimation errors for the proposed, HOC, and CFAR methods. These results indicate that the proposed method provides better performance, particularly at long distances. In order to evaluate the ability of the proposed method to detect multiple UAVs simultaneously, the outdoor experiment was repeated using two Phantom 4 Pro UAVs, u1 and u2. The UAVs hovered at the same distance, but with different angles. The normalized time-frequency diagrams after filtering are shown in Figure 13 for different outdoor distances between the UAVs and receiver. For distances of 500 m, 1500 m, and 2500 m, the actual directions of the arrival and start frequencies of u1 were 97. In order to evaluate the ability of the proposed method to detect multiple UAVs simultaneously, the outdoor experiment was repeated using two Phantom 4 Pro UAVs, u1 and u2. The UAVs hovered at the same distance, but with different angles. The normalized time-frequency diagrams after filtering are shown in Figure 13 for different outdoor distances between the UAVs and receiver. For distances of 500 m, 1500 m, and 2500 m, the actual directions of the arrival and start frequencies of u1 were 97.905°, 2.421484 GHz; 112.52°, 2.421484 GHz; and 80.55°, 2.421484 GHz, respectively. The actual directions of the arrival and start frequencies of u2 were 124.92°, 2.471758 GHz; 47.71°, 2.471758 GHz; and 130.05°, 2.471758 GHz for the same distances of 500 m, 1500 m, and 2500 m, respectively.
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(a) (b) (c) Figure 13 . Normalized time-frequency diagrams after filtering for two UAVs outdoors at distances of (a) 500 m, (b) 1500 m, and (c) 2500 m.
The results for the improved cross-correlation method at different outdoor distances are shown in Figure 14 and indicate that two UAVs can be simultaneously detected successfully. The DOA and start frequency estimates for u1 were 98.347°, 2.421445 GHz; 113.242°, 2.421426 GHz; and 79.402°, 2.421436 GHz for distances of 500 m, 1500 m, and 2500 m, respectively. The DOA and start frequency estimates for u2 were 125.865°, 2.471701 GHz; 48.263°, 2.471680 GHz; and 129.465°, 2.471802 GHz for distances of 500 m, 1500 m, and 2500 m, respectively. The corresponding performance with the HOC and CFAR methods is shown in Figures 15 and 16 , respectively. Table 3 shows the outdoor parameter estimation errors for the two UAVs using the three methods. For u1, the frequency errors were 0.039 MHz, 3.613 MHz, and 2.732 MHz at a distance of 500 m for the proposed, HOC, and CFAR algorithms, respectively. For all distances, the DOA estimation error was within 3° using the proposed method. This indicates that this method is able to accurately detect multiple low-altitude signal sources. The results for the improved cross-correlation method at different outdoor distances are shown in Figure 14 and indicate that two UAVs can be simultaneously detected successfully. The DOA and start frequency estimates for u1 were 98.347 • , 2.421445 GHz; 113.242 • , 2.421426 GHz; and 79.402 • , 2.421436 GHz for distances of 500 m, 1500 m, and 2500 m, respectively. The DOA and start frequency estimates for u2 were 125.865 • , 2.471701 GHz; 48.263 • , 2.471680 GHz; and 129.465 • , 2.471802 GHz for distances of 500 m, 1500 m, and 2500 m, respectively. The corresponding performance with the HOC and CFAR methods is shown in Figures 15 and 16 , respectively. Table 3 shows the outdoor parameter estimation errors for the two UAVs using the three methods. For u1, the frequency errors were 0.039 MHz, 3.613 MHz, and 2.732 MHz at a distance of 500 m for the proposed, HOC, and CFAR algorithms, respectively. For all distances, the DOA estimation error was within 3 • using the proposed method. This indicates that this method is able to accurately detect multiple low-altitude signal sources. 
Indoor Experiment
The indoor passive detection performance of single and multiple low-altitude signal sources is evaluated in this section. Two methods are used to analyze the false alarm probability and missing alarm probability, and a comparison of three algorithms for indoor parameter estimation is also presented.
Indoor Passive Detection of a Low-Altitude Signal Source
The indoor data was obtained in a research laboratory with dimensions 10 m × 15 m × 5 m using a Phantom 4 Pro UAV. The normalized time-frequency diagrams after filtering are shown in Figure 17 for distances of 5 m and 10 m between the UAV and receiver. For these distances, the actual directions of the arrival and start frequencies were 117.60 • , 2.401758 GHz; and 98.67 • , 2.401758 GHz.
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Indoor Experiment
Indoor Passive Detection of a Low-Altitude Signal Source
The indoor data was obtained in a research laboratory with dimensions 10 m × 15 m × 5 m using a Phantom 4 Pro UAV. The normalized time-frequency diagrams after filtering are shown in Figure  17 for distances of 5 m and 10 m between the UAV and receiver. For these distances, the actual directions of the arrival and start frequencies were 117.60°, 2.401758 GHz; and 98.67°, 2.401758 GHz. Figure 18 presents the false alarm probability and missing alarm probability for different numbers of datasets and indoor distances. For the AM and improved cross-correlation threshold classification method, the false alarm probabilities for 1000 datasets were 0.09 and 0.0621, respectively. With 1000 datasets and a distance of 5 m, the missing alarm probabilities were 0.0542 and 0.0171 for the AM and proposed method, respectively, as shown in Figure 18b . These results indicate that the proposed method provides better performance.
(a) (b) Figure 18 . (a) The false alarm probability with different numbers of indoor datasets, and (b) the missing alarm probability with different numbers of indoor datasets and two distances. Figure 18 presents the false alarm probability and missing alarm probability for different numbers of datasets and indoor distances. For the AM and improved cross-correlation threshold classification method, the false alarm probabilities for 1000 datasets were 0.09 and 0.0621, respectively. With 1000 datasets and a distance of 5 m, the missing alarm probabilities were 0.0542 and 0.0171 for the AM and proposed method, respectively, as shown in Figure 18b . These results indicate that the proposed method provides better performance.
Indoor Experiment
Indoor Passive Detection of a Low-Altitude Signal Source
(a) (b) Figure 18 . (a) The false alarm probability with different numbers of indoor datasets, and (b) the missing alarm probability with different numbers of indoor datasets and two distances. The results for the improved cross-correlation method at different indoor distances are given in Figure 19 . This shows that the cross-correlation values are greater in the target area compared to where there is only clutter and noise. Figures 20 and 21 The results for the improved cross-correlation method at different indoor distances are given in Figure 19 . This shows that the cross-correlation values are greater in the target area compared to where there is only clutter and noise. Figures 20 and 21 present the frequency and DOA estimation results using the proposed method, respectively. The frequency estimates are 2.401737 GHz and 2.401741 GHz and the DOA estimates are 117.13° and 99.92° for distances of 5 m and 10 m, respectively. The results for the HOC and CFAR algorithms at different indoor distances are shown in Figures 22 and 23 , respectively. Table 4 gives the indoor parameter estimates for the proposed, HOC, and CFAR methods. These results indicate that the proposed algorithm provides the best performance.
(a) (b) The results for the improved cross-correlation method at different indoor distances are given in Figure 19 . This shows that the cross-correlation values are greater in the target area compared to where there is only clutter and noise. Figures 20 and 21 present the frequency and DOA estimation results using the proposed method, respectively. The frequency estimates are 2.401737 GHz and 2.401741 GHz and the DOA estimates are 117.13° and 99.92° for distances of 5 m and 10 m, respectively. The results for the HOC and CFAR algorithms at different indoor distances are shown in Figures 22 and 23 , respectively. Table 4 gives the indoor parameter estimates for the proposed, HOC, and CFAR methods. These results indicate that the proposed algorithm provides the best performance.
(a) (b) The indoor experiment was repeated using two Phantom 4 Pro UAVs, u1 and u2. They were placed on a table at the same distance from the Rx, but with different angles. Figure 24 The indoor experiment was repeated using two Phantom 4 Pro UAVs, u1 and u2. They were placed on a table at the same distance from the Rx, but with different angles. Figure 24 shows the normalized time-frequency diagrams after filtering for distances of 5 m and 10 m. The actual directions of the arrival and start frequencies of u1 were 88.65°, 2.401719 GHz and 78.35°, 2.401719GHz, and for u2, were 105.75°, 2.471719 GHz and 72.45°, 2.471719 GHz at distances of 5 m and 10 m, respectively. The results for the improved cross-correlation method for the two UAVs are shown in Figure 25 . The frequency and DOA estimates were 2.401667 GHz, 86.67° and 2.401741 GHz, 79.81° for u1 at distances of 5 m and 10 m, respectively. The corresponding values for u2 were 2.471628 GHz, 107.91° and 2.471671 GHz, 73.48°. The corresponding results for the HOC and CFAR methods are shown in Figures 26 and 27 , respectively. Table 5 gives the parameter estimation errors for the three methods. These results indicate that the proposed algorithm again provides the best performance. Table 5 gives the parameter estimation errors for the three methods. These results indicate that the proposed algorithm again provides the best performance.
The indoor experiment was repeated using two Phantom 4 Pro UAVs, u1 and u2. They were placed on a table at the same distance from the Rx, but with different angles. Figure 24 shows the normalized time-frequency diagrams after filtering for distances of 5 m and 10 m. The actual directions of the arrival and start frequencies of u1 were 88.65°, 2.401719 GHz and 78.35°, 2.401719GHz, and for u2, were 105.75°, 2.471719 GHz and 72.45°, 2.471719 GHz at distances of 5 m and 10 m, respectively. The results for the improved cross-correlation method for the two UAVs are shown in Figure 25 . The frequency and DOA estimates were 2.401667 GHz, 86.67° and 2.401741 GHz, 79.81° for u1 at distances of 5 m and 10 m, respectively. The corresponding values for u2 were 2.471628 GHz, 107.91° and 2.471671 GHz, 73.48°. The corresponding results for the HOC and CFAR methods are shown in Figures 26 and 27 , respectively. Table 5 gives the parameter estimation errors for the three methods. These results indicate that the proposed algorithm again provides the best performance. 
Conclusions
Passive detection of low-altitude signal sources was proposed using an improved crosscorrelation algorithm. The DOA and communication frequency estimation of these signals was studied. An algorithm was developed to estimate the SNR and the distance between the signal source and receiver. A UAV was considered in the experiments as a typical low-altitude signal source. The results obtained show that the proposed method has a low false alarm probability as well as a low missed alarm probability. UAV parameters such as communication frequency, DOA, distance, and SNR were estimated accurately in both outdoor and indoor environments using this method. In addition, the proposed algorithm provides better performance than several well-known passive detection algorithms in the literature. Thus, the proposed method is more suitable for the longdistance passive detection of low-altitude signal sources. 
Passive detection of low-altitude signal sources was proposed using an improved cross-correlation algorithm. The DOA and communication frequency estimation of these signals was studied. An algorithm was developed to estimate the SNR and the distance between the signal source and receiver. A UAV was considered in the experiments as a typical low-altitude signal source. The results obtained show that the proposed method has a low false alarm probability as well as a low missed alarm probability. UAV parameters such as communication frequency, DOA, distance, and SNR were estimated accurately in both outdoor and indoor environments using this method. In addition, the proposed algorithm provides better performance than several well-known passive detection algorithms in the literature. Thus, the proposed method is more suitable for the long-distance passive detection of low-altitude signal sources.
